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" The ESAs are the European Supervisory Authorities: EBA (European Banking Authority), ESMA

(European Securities and Markets Authority) and EIOPA (European Insurance and Occupational Pensions
Authority).
¥ Thread-Led Penetration Tests (TLPT)

W ICT Critical Third-Party Provider (CTPP)
'f Lead Overseers
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2 Policy Instruments
'* The European System of Financial Supervision (ESFS) is a network centered around three European

Supervisory Authorities (ESAs), the European Systemic Risk Board and national supervisors. Its main task
is to ensure consistent and appropriate financial supervision throughout the EU.
¥ Regulatory Technical Standards (RTS)

'* Implementing Technical Standards (ITS)
"% Guideline

Y- Feasibility Report

" Call for advice
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"t due diligence

¥ Regulatory technical standards (RTS)

" Implementation technical standards (ITS)

™ European supervisory authorities (ESA)

™ European Banking Authority (EBA)

** European Insurance and Occupational Pensions Authority (EIOPA)
Yo European Securities and Markets Authority (ESMA).
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A Principles-based

™ proportionality principle

¥ microenterprises

" Principles-based regulation
™ prescriptive regulations

¥ checking-the-boxes mindset
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* Recoverability

e robust recovery mechanisms
* diligent testing

" restore

* downtime

' data integrity

° broad requirements

% actionable measures

o Multifaceted interpretation
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°f mitigating measures

% chain of contracting

* mix-and-match process
o Cross-referenced

% Traceability
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Software and Systems Development
12. Acquisition, development, and maintenance
13. Project management

Governance and Risk Management
1. Management responsibllities
2. Risk management framework
3. Risk assessments
4. (Internal) ICT audit

Third-party Risk Management

Operational Management 14, Third-party due diligence and selection

5. Assetmanagement
6. Change management
7. ICT operations

15. Third-party (standard) contract management
16. Third-party (critical) contract management
17. Third-party risk management

18. Subcontracting management

DIGITAL OPERATIONAL
Continuity Management RESILIENCE ACT Resilience Testing

8. Backup management
9. Response &recovery

19. Digital operation resilience testing
20. Threat-led penetration testing

Incident Management
10. Incident classification
11.  Incident management

Security Management

21. Architectural and network security

22. Security monitoring &log management
23. Dataand (legacy) system security

24. Encryption and cryptography

25. Identity and access management

26. Physical and environmental security
27. Security awareness

28. and patch mar
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»2 Individual controls

#- Detailed worksheet

# Clear audit trail

¥ Dutch Central Bank (DNB)

#* Consolidated actionable controls
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#* DNB Good Practice for Information Security
# Visual progress dashboard
## https://www.dnb.nl/nieuws-voor-de-sector/toezicht-2024/dora-17-januari-2025-nadert-sneller-dan-u-

denkt/
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Initial version 2023-11-17 V1.0
Second version (with final RTS/ITS) 2024-08-30 V2.0
Final version (after DORA taskforce review and NOREA review) 2024-10-31 V3.0

Multiple changes to 16 controls. See tab "Detailed change log" for
all changes performed.
Addition of Proportionality (column I) Addition of the DNB DORA
questions (columns ] & K) Small changes to 10 controls Changes 2025-11-25 V3.2
to several RTS tabs to reflect final RTS text.

2025-05-14 V3.1
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DORA:5.1,5.2,5.3,5.4,6.8,13.4

RTS TPPM: 3.1, 3.5, 4, 8.4 GRM.1 Management responsibilities (5) 1
DORA: 6.1, 6.2, 6.3, 6.4,6.5,6.7, 6.9,
6.10,8.1,9.1,9.4,11.1,11.3,11.6,
12.1,12.2,12.3,14.2,24.1,28.2,283  GRM.2 Risk management framework (6) 2 GRM. Governance
RTSRM:1.1,2.1,2.2,3.1,8.1,8.2 and
RTS TPPM: 3.1, 3.2,3.3,3.4, 3.6, 3.7, Risk Management
4.1,71,7.2
DORA: 8.2,8.3,8.4,8.7,13.1 GRM.3 Risk assessments (3) 3
PR o 131838113;22%63 GRM.4 (Internal) ICT audit (4) 4
DORA: 7,8.1, 8.5, 8.6
RTS RM: 4.1, 4.2, 5.1,5.2 OM.1 Asset management (3) 5 OM. Operational
RTSRM:8.1,8.2,17.1,17.2 OM.2 Change management (4) 6 Management
RTSRM: 8.1,8.2,9.1,9.2,12.2 OM.3 ICT operations (4) 7
DORA: 12.1,12.2,12.3,12.6,12.7 CM.1 Backup management (2) 8
DORA: 11.1,11.2,11.4,11.5,11.6,
11.7,11.8,11.9,11.10,12.5, 14.1 CM. Continuity
RTS RM: 24.1, 24.2, 24.3, 24.4, 25.1, CM.2 Response & recovery (6) 9 Management
25.2,25.3,25.4,25.5, 25.6, 26.1,
26.2,26.3,26.4
DORA: 18.1, 18.2,45.1, 45.2,45.3
RTSIM:1,2,3,4,5,6,7,8,9,10, 11, IM.1 Incident classification (2) 10
12,13
DORA: 13.2,14.3,17.1,17.2,17.3, IM. Incident
19.1,19.2,19.3,19.4,19.5 Management
RTS RM: 22.1, 23.1, 23.5 IM.2 Incident management (3) 11
RTS/ITS MIR: 1.1, 2.1,3.1,4.1, 5.1,
5.2,5.3,54,55,6.1
RTS RM: 16.1, 16.2, 16.3, 164, 165 | SoD-1 Acquisition, development, and 12 SSD. Software and

maintenance (4) Systems
RTS RM: 15.1, 15.2, 15.3, 15.4, 15.5 SSD.2 Project management (2) 13 Development
RSP 530, B2l B Tie 2 aa . P ar ok wiisdpdrtedue dillgence andem. g

selection (2)
DORA: 28.7, 30.1, 30.2 TPRM.2 Third-party (standard) is
RTS TPPM: 3.9 contract management (5)
DORA: 26.4, 30.3,30.4 . £+
RTS TPPM: 9.1, 9.2 zll;il:[g'in?e’:td('g;rty KA CRAH g TPRM. Third-
RTS SCM: 4.1,4.2, 6.1 party Risk
DORA: 8.5,11.4,28.1, 28.3, 28 4, Management
28.5,28.6,28.8,29.1,29.2 TPRM.4 Third-party risk management 17
RTS TPPM: 3.8, 4.1, 10.1 (6)
RTS ROI
151.'];5 REM;IEIL 3. D08 i TPRM.5 Subcontracting management (3) = 18
DORA: 24.1, 24.2, 24.3, 24.4, 24.5, RT.1 Digital operation resilience 19
24.6,25.1 testing (3)
DORA: 26.1, 26.2, 26.3, 26.5, 26.6, RT. Resilience
ﬁ?.g T2L6P’Els" 2731 42, 7526277 32; 9,10, RT.3 Threat-led penetration testing (2) 20 Testing
11,12,13
DORA:9.4 (b),12.4 SM.1 Architectural and network 21
RTS RM: 13.1,13.2 security (3)
E??ﬁl.vll:%,11’,19(.);,’112(.).13,’112(.)523,2,23.3, SM.2 Security monitoring & log 22 SM. Security
234 management (3) Management
DORA:9.2,9.3 SM.3 Data and (legacy) system 23
RTS RM: 11.2, 20.1 security (5)
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RTSRM: 6.1,6.2,6.3,6.4,6.5,7.1,
72,73,74,7.5

SM.4 Encryption and cryptography (2) 24

SM.5 Identity and access

RTS RM: 20.1, 20.2, 21.1 25
management (4)

RTS RM: 18.1,18.2, 21.1 iR THEDY e 26
management (4)

DORA:5.2,13.6 .

RTS RM: 19.1 SM.7 Security awareness (2) 27

DORA: 25.2 SM.8 Vulnerability and patch 28

RTS RM: 10.1,10.2,10.3,10.4 management (3)
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* European Confederation of Institutes of Internal Auditing
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ANVA CTO Harry Boersen
Eraneos Senior manager Cybersecurity & Privacy Danny Bos
Brightlyn Register IT-Auditor Ibrahim Dogan
Pensioenfederatie Beleidsadviseur Otto Hulst
KPMG Director IT Assurance & Advisory Arno Kroese
Rzl Aud.lt Sioony Register IT-Auditor Marvin Kruin
Services
Scildon Head of Internal Audit René Zendijk
F&“ﬂ?;gg;g;tggﬁk CISOManager IT Security Shairesh Algoe
ISMS PRO Cybersecurity and Privacy Expert Andrey Prozorov
Deloitte Director IT Audit & Assurance Jesper de Boer
Afier Partner IT Assurance & Advisory Wilfred Hanekamp
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** Dutch Central Bank (DNB)
% The Dutch Authority for the Financial Markets (AFM); [has been responsible for supervising the operation
of the financial markets since 1 March 2002.]

AR 51 AQ axio

www.bankmellat.ir


https://www.linkedin.com/showcase/taskforce-dora

